Databases & Web Programming

Sample Paper 1 — Mark Scheme & Model Answers

Model answers below are not the only correct ones — alternative phrasings and equivalent
SQL/JDL that satisfy the requirements receive full marks. Green italic notes are study tips, not part
of the answer.

Question 1 — Databases (30 marks)

1(a)(i)) — Anomalies [4 marks]

Any two of the following, with the scenario applied. 1 mark for naming, 1 mark for the scenario
link.

» Update anomaly: the same customer phone number is stored on many rows. If only some
rows are updated, the database holds contradictory phone numbers for one customer.

« Deletion anomaly: deleting the last order belonging to a customer also removes the only
record of that customer's contact details.

* Insertion anomaly: a new customer cannot be added until they place an order (no row to put
them on).

1(a)(ii) — Constraints [6 marks]
Three of the below, each 2 marks (1 for the constraint, 1 for the column + reason):
*« PRIMARY KEY on cust orrer _i d — uniquely identifies each customer.
* NOT NULL on phone_nunber — every customer must be contactable.
« FOREIGN KEY on order. cust oner i d — links each order to a real customer; prevents
orphan orders.

* CHECK onunit_price >= 0— prevents negative prices.
« DEFAULT 0 on quant i t y — sensible value if not supplied.

m Examiner tip: the comma-separated product cell also tells you the table isn't even in 1INF. Mentioning
that is a free bonus.

1(b)(i) — 3NF Decomposition [8 marks]
Four tables. 2 marks per correct table, including PK/FK marking.

St udent (Student | D PK, Student Nane)

Modul e( Mbdul eCode PK, Modul eTitle, LecturerlD FK)
Lecturer(Lecturerl D PK, LecturerNanme, LecturerOifice)
Enrol ment (Student | D PK FK, Mbodul eCode PK FK, Grade)

m Equivalent: keep Lect ur er name on Modul e and have a separate Lect urer O f i ce table — as
long as the transitive dependency Lecturer - Office is broken.

1(b)(ii) — Transitive dependency [2 marks]

St udent | D, Modul eCode - Lecturer -~ LecturerOfice. LecturerOfice
depends on a non-key attribute (Lecturer), not on the table's primary key. That's a transitive
dependency, which 3NF forbids.

1(c)(i) — CREATE TABLE [4 marks]
CREATE TABLE Streans (

Stream D I NT PRI MARY KEY,

User| D I NT NOT NULL,

ShowTi tl e VARCHAR( 150) NOT NULL,
M nut es\Wat ched I NT DEFAULT O,
StreanDat e DATE NOT NULL,

FOREI GN KEY (User| D) REFERENCES Users(User | D)



)
Marking: 1 PK, 1 FK, 1 DEFAULT 0, 1 overall syntax (commas, semicolon, NOT NULL where
appropriate).

1(c)(ii) — JOIN + GROUP BY + HAVING [6 marks]

SELECT u. Ful | Nane,

SUM s. M nut esWat ched) AS Tot al M nut es
FROM  Users u
JON Streams s ON s. UserlI D = u. UserID
GROUP BY u. User| D, u.Full Nane
HAVI NG SUM s. M nut esWat ched) > 500
ORDER BY Tot al M nut es DESC;

Marking: JOIN (1), GROUP BY (1), aggregate SUM (1), HAVING filter (1), ORDER BY DESC
(1), correct alias / column selection (1).



Question 2 — WP Principles (30 marks)

2(a) — REST violations [9 marks]
Three violations, 3 marks each (issue named + fixed endpoint):

1. Verbs in URLs. URLs should be nouns; the HTTP method is the verb. get BookByl d
repeats GET.

Fix: GET / api / books/ 42
2. Wrong HTTP method. Deleting a resource must use DELETE, not POST.

Fix: DELETE / api / books/ 42
3. Non-plural / inconsistent resource name. Resources should be plural nouns; books_al |
mixes snake_case and is redundant (the collection endpoint already implies ‘all books’).

Fix: GET / api / books

m Other valid issues a student might raise: identifier as query param vs path variable (use a path
variable for a unique resource), missing API versioning (/ api / v1/ .. .), or kebab-case vs snake_case
inconsistency.

2(b)(i) — REST vs CGI [4 marks]

REST is stateless: each request carries all the information the server needs, so any server in
a load-balanced fleet can handle it (1 mark) and the system scales horizontally (1 mark).
CGl-bin spawns a new process per request, which is heavy and doesn't scale under load (1
mark). REST also separates frontend and backend, allowing them to be deployed and scaled
independently (1 mark).

2(b)(ii) — Derived query method [8 marks]
(1) Returns a list of Book entities whose aut hor field equals the given string AND whose
publ i shedYear is strictly greater than the given year (3 marks).
(2) Spring Data JPA parses the method name: tokens like f i ndBy, And, Gr eat er Than map
to a JPQL/SQL query, and the interface is implemented at runtime by a generated proxy. No
hand-written SQL is needed (3 marks).

(3) Use @rabl e(nane = "library_book") on the Book class (in addition to @ntity) (2
marks).

2(c)(i) — AuthN vs AuthZ [4 marks]

Authentication — verifying the user's identity (“are you really Sarah?”), typically via username
+ password producing a token (2 marks).

Authorization — deciding what an already-authenticated user is allowed to do (“Sarah is a
MEMBER, so she cannot delete books”) (2 marks).

2(c)(ii) — 401 vs 403 [5 marks]

When the member is rejected because they lack the LIBRARIAN role, the server returns 403
Forbidden (2 marks) — the request is authenticated but not authorised. When the request has
no token at all, the server returns 401 Unauthorized (2 marks) — the user has not
authenticated. The key difference: 401 means “we don't know who you are”; 403 means “we
know who you are and you still can't do this” (1 mark).



Question 3 — WP Practice (40 marks)

3(a) — JDL Modelling [15 marks]

entity Al bum {
title String required nmaxl engt h(100),
rel easeDat e Local Dat e,
coverArt | nageBl ob

}

entity Track {
title String required,
durationSeconds Integer nmn(1),
pl ays Long

}

rel ati onshi p OneToMany {
Al bun{tracks} to Track{al bunt

}

rel ati onshi p ManyToOne {
Al bun{upl oader} to User with builtlnEntity

}

Marking: Album entity correct (3), Track entity correct (3), required + maxlength on title (2), min
on durationSeconds (1), correct types incl. ImageBlob/Long/LocalDate (2), OneToMany
Album-Track (2), ManyToOne to built-in User (2).

m Common slip: writing rel ati onshi p OneToMany { Al bumto Track } withoutthe navigation
names. Examiners usually accept it but lose 1 mark for not naming the side that holds the relationship.

3(b)(i)) — PATCH cURL [5 marks]

curl -X PATCH http://1ocal host: 8080/ api/tracks/ 88 \

-H "Content-Type: application/merge-patch+json” \

-H "Aut hori zati on: Bearer <TOKEN>" \

-d '{ "plays": 1500 }'
Marking: - X PATCH (1), correct URL with id (1), Content-Type header for JSON / merge-patch
(1), Authorization Bearer header (1), JSON body with the right field (1). JHipster uses
appl i cati on/ mer ge- pat ch+j son; plain appl i cati on/ j son is also accepted.

3(b)(ii) — 404 vs 401 [5 marks]

Missing track —» 404 Not Found (2): the resource doesn't exist.

Unauthenticated - 401 Unauthorized (2): no valid credentials supplied.

Difference (1): 404 is about whether the resource exists; 401 is about whether the caller is
identified.

3(c)(i) — @RequestMapping for v2 [5 marks]

@Rest Controll er
@Request Mappi ng("/api/v2")
public class TrackResourceV2 {
@et Mappi ng("/tracks/ {id}")
publ i c ResponseEntity<TrackDTC> get Track( @at hVari able Long id) { ... }
}

Marking: class-level @Request Mappi ng("/api/v2") (3), renaming the class / keeping v1
untouched (1), correct path variable usage (1). An equally valid answer is method-level
mapping @t Mappi ng("/v2/tracks/{id}").

3(c)(ii) — Deprecation strategy [5 marks]

Name (1 mark): deprecation period (also accepted: sunset period, grace period).
Two strategies, 2 marks each:



* Deprecation HTTP headers — v1 responses include Depr ecati on: true and Sunset:
<dat e>, plus a Li nk header pointing to v2 docs.

* Direct developer comms — email registered APl consumers, post on the developer portal,
surface a banner in the dashboard, log a server-side warning every time v1 is hit.

» Phased throttling / soft errors — reduce vl's rate limits as the sunset date approaches;
return synthetic 5xx on selected dates as a “brownout”.

3(d)(i)) — Owner-only delete [5 marks]

@el et eMappi ng( "/ al buns/{id}")
publ i c ResponseEntity<Voi d> del et eAl bun( @at hVari abl e Long id) {

}

String login = SecurityUtils.getCurrentUserLogin()

.orEl seThrow(() -> new AccessDeni edExcepti on("Not authenticated"));
Al bum al bum = al bunReposi tory. fi ndByl d(i d)

.orEl seThrow(() -> new ResourceNot FoundException("Al bum not found"));
if (!al bum get Upl oader (). getLogin().equals(login)) {

return ResponseEntity.status(HtpStatus. FORBI DDEN) . buil d();
}
al bunReposi tory. del et eByl d(i d);
return ResponseEntity.noContent().build();

Marking: getting current user login via SecurityUti | s (2), loading the Aloum from repository
(1), ownership check (1), returning 403 on mismatch (1). 204 No Content on success is a nice
extra.

— End of Mark Scheme —



